UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
XA HANH TIN PONG Poc 1ap — Tw do — Hanh phuc

So 156/UBND Hanh Tin Pong, ngay 23 thang 8 nam 2024
V/v canh bdo 16 hong an
toan thong tin anh huong
cao va nghiém trong trong
cdc san pham Microsoft
cong bé thang 8/2024

Kinh gui:
- Céc co quan, don vi; HoO1, doan thé xa;
- Cong an x&;
- CBCC va nguoi hoat dong khdng chuyén trach x&;

Theo canh bdo cua So Thong tin va Truyén thong tai Cong van s
1887/STTTT-BCVT&CNTT ngay 19/8/2024 vé 16 hong an toan théng tin anh
hudéng cao va nghiém trong trong cac san pham Microsoft cong b thang 8/2024,
Thuc hién Cong van s6 2096/UBND ngay 23/8/2024 cua UBND huyén Nghia
Hanh V/v canh bao 16 hong an toan thong tin anh huéng cao va nghiém trong
trong céc san pham Microsoft cong bé thang 8/2024, Uy ban nhan dan xa yéu cau
lanh dao cac co quan, don vi va toan thé can bo, cdng chiic co quan thuc hién mot
s6 bién phap sau dé han ché céc rai ro vé nguy co mat an toan thdng tin, cu thé:

~ 1.Kiém tra, ra soat may chu, may tram c6 st dung hé dieu hanh Windows
dé phat hién va xt ly kip thoi cac may chu ¢ kha nang bi anh huong boi cac 1o
hong bao mat sau:

1) LIS hong an toan thong tin CVE-2024-38063 trong Windows TCP/IP
cho phép doi tuong tan cong thuc thi ma tur xa.

(2) Lb hong an toan théng tin CVE-2024-38199 trong Windows Line
Printer Daemon (LPD) Service cho phép doi twong tan cong thyc thi ma tur xa.
Thong tin chi tiét vé 16 hong da dugc cong bo cong khai.

(3) Lf) hong an toan thong tin CVE-2024-38189 trong Microsoft Project
cho phép doi tugng tan cong thuc thi ma tor xa. Lo hong hién dang bi khai thac
trong thuc te.

(4) 0215 hong an toan thdng tin CVE-2024-38218, CVE-2024-38219 trong
Microsoft Edge cho phép doi tugng tan cong thuc thi ma tir xa.

(5) L5 hdng an toan thdng tin CVE-2024-38193 trong Windows Ancillary
Function Driver for WinSock cho phep doi tugng tan cong thyc hi¢n leo thang
dac quyen. Lo hong hién dang bi khai thac trong thuec te.
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(6) L6 hdng an toan thdng tin CVE-2024-38107 trong Windows Power
Dependency Coordinator cho phép doi tugng tan cong thuc hién leo thang dac
quyeén. Lo hong hién dang bi khai thac trong thuc té.

__(Tham khdo thong tin I héng va cach khac phuc tgi Phy luc Thong tin ve
16 hong bao mat kem theo Cong van nay)

2. Khi phét hién cac hé théng c6 biéu hién bi khai thac, tan cong mang, trlen
khai ngay cac bién phép xir Iy ngin chan tan cong trén hé thong va théng béo vé
UBND x4 (qua b phan VHXH x3) dé tong hop bao cao Phong Vin hoa thong tin
huyén, Doi &ng cau su ¢ an toan thdng tin mang tinh Quang Ngai c6 cac bién
phap hd trg, xu Iy kip thoi.

Y&u cau lanh dao cac co quan, don vi, can bo cdng chirc va ngudi hoat dong
khong chuyén trach x& quan tam chi dao thuc hién./.
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